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INTRODUCTION
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DTEX Systems is pleased to present the findings of the 
2022 Insider Risk Report.

This is the fifth report conducted by the DTEX i3 Insider 
Risk Intelligence and Investigations Team with the purpose 
of helping business leaders, cyber security executives and 
practitioners, advisory and research organizations, as well 
as MSSP providers, understand the activities, behaviors, 
and communications among an organization’s employees, 
consultants, and partners that create unnecessary risk and 
threaten the security of regulated data, workforce privacy, 
industrial intellectual property, and financial information.

The first DTEX Insider Threat Research Report was 
published in 2017 to provide the cyber security community 
expert practitioner insight and working knowledge of 
baseline and emerging user behaviors and ‘Indicators of 
Intent’ that are commonly precursors to espionage, fraud, 
sabotage, data loss, and extortion.

This 2022 Insider Risk Report is driven of real data 
observed as part of actual investigations of real customers 
with whom DTEX i³ detected and responded to potential 
insider risk incidents before a breach occurred. Specifically, 
this report includes more than eight real-world case 
studies and incident spotlights collected through our work 
with hundreds of organizations over the last 12 months, as 
well as data collected late in 2021 in our work with The 
Ponemon Institute to publish the first annual The State of 
Workforce Privacy and Risk Report. DTEX Systems, in 
partnership with The Ponemon Institute, was also the first 
solution provider to publish The Costs of Insider Threats 
Report in 2016. We applaud The Ponemon Institute and our 
colleagues at Proofpoint for continuing this important data 
collection exercise.

The 2022 Insider Risk Report 
is driven by real data observed 
as part of actual investigations 
of real customers with whom 
DTEX i3 detected and responded 
to potential insider risk incidents 
before a breach occurred.
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https://www2.dtexsystems.com/ponemon-workforce-privacy-report?Last_Touch_Campaign_ID=7013a000003G13i&Last_Touch_Campaign_Status=responded
https://www.dtexsystems.com/wp-content/uploads/2022/02/Ponemon-2016-Cost-of-Insider-Threats.pdf


DTEX i3 works side by side with customers to respond 

to our platform’s findings, identify internal risks, evaluate 

their severity, and ultimately protect from malicious, 

negligent, and compromised users while preventing data 

loss. The founding members of DTEX i3 bring a combined 

100+ years of experience in advanced insider threat and 

data loss research, analysis, and hunting.

The findings and insights detailed within this report have 

been drawn from hundreds of insider risk assessments 

conducted on DTEX customers and prospective customers 

around the world, spanning a wide variety of countries, 

industries, and organizational sizes.
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EXECUTIVE SUMMARY
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These are all words and phrases we would use to describe 
2021 personally and professionally. It was the year we 
all came to realize the Work-from-Anywhere (WFA) 
movement was here to stay. For security and risk 
professionals, this hastened the end of corporate 
perimeter-centric security and a requirement to 
protect hundreds of thousands of “remote offices” 
outside of traditional corporate controls.

To make matters worse, a measurable increase in 
employee attrition toward the end of 2021 created 
the perfect storm for insider threats:
 

For our 2022 Insider Risk Intelligence & Research Report, 
the DTEX i3 team investigated the complex relationship 
between cyber security technologies and programs and 
human behaviors in the new, permanent reality of WFA.

What we found both proved and disproved long-standing 
technological approaches to data loss prevention and user 
behavior analysis, further defined the difference between 
insider ‘risks’ versus ‘threats,’ and brought to the surface 
evidence of a new threat – The Super Malicious Insider.

The following are some key statistics from this year’s 
DTEX i³ intelligence research and investigations.  

Stress.
Disruption.
Forced 
transformation.
Loss of control.
Acceptance.

“If your organization didn’t 
observe a proportional 
increase in attempted or 
actual data loss, then you 
were likely not looking.”



EXECUTIVE SUMMARY
INDUSTRIAL ESPIONAGE IS AT
AN ALL-TIME HIGH

72%

2020

2021
increase in 
actionable insider
threat incidents

Actionable incidents found by DTEX i³ included theft of trade secrets,
source code, as well as collusion with a foreign nexus.

42%

23%

19%

9%

7%

IP OR DATA THEFT

UNAUTHORIZED OR
ACCIDENTAL DISCLOSURE

38%

21%

SABOTAGE

FRAUD

OTHER
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of all DTEX i³ investigations involved 
theft of IP or customer data42%

Industry sectors with the most IP theft incidents

PHARMA & LIFE SCIENCES

TECHNOLOGY



REMOTE AND
@ RISK
Trend in off-network insider
data theft increases

of investigations that led 
to criminal prosecutions 

occurred from home

of malicious insider 
incidents included 

sophisticated insider
techniques

75%

THE RISE
OF THE SUPER
MALICIOUS
INSIDER 
Dramatic increase in 
sophisticated insider
techniques

32% 

43% 

OSINT

96%

increase in usage of
burner email accounts 

techniques regularly leveraged
to conceal identity 

of super malicious insiders
were able to avoid using
ATT&CK techniques
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INDUSTRY SECTORS 
WITH THE MOST
SUPER MALICIOUS 
INCIDENTS:

33%
24%CRITICAL INFRASTRUCTURE

11%GOVERNMENT

TECHNOLOGY
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NOT ALL
DATA WAS 
CREATED
EQUAL

PERIPHERAL DEVICES

CLIPBOARD
ACTIVITY

  NETWORK
     INTERFACE

FILE ACTIVITY
  PROCESS
      ACTIVITY

     WEB
ACTIVITY

NETWORK ACTIVITY

SESSION
     ACTIVITY

PRINTER
        ACTIVITY

WINDOW
      ACTIVITY

WINDOW
         EVENT

LOGS    

The most important
DTEX Activity Types 
as reported by 
DTEX investigators 

EXECUTIVE SUMMARY
IF YOU DON’T UNDERSTAND THE RISK,
YOU WILL NEVER FIND THE THREAT 

SUPER MALICIOUS
THREAT
is a malicious insider threat with 
superior technical skills and in-depth 
knowledge of common insider threat 
detection techniques

INSIDER RISK
is the 100% of users,

INSIDER THREAT
is the 1% of users with
intentionally bad actions     



EXECUTIVE SUMMARY
OUT OF SIGHT, OUT OF MIND

¹  https://www.proofpoint.com/us/resources/threat-reports/cost-of-insider-threats

$15.38M

44%
increase in insider-led cyber security

incidents based on survey data

23%
of all surveyed insider threats were

related to exfiltration of sensitive 
data or intellectual property 

2022 Cost of Insider Threat Survey

72% 
increase in actual insider incidents

42% 
of actual Insider Threat incidents 
were related to IP or Data Theft

? 
The real impact due to 
actual incidents is likely 
much higher than reported
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When comparing data-driven Insider Threat incidents identified by the DTEX i³ team with recent 
survey-based results from the Ponemon "2022 Cost of Insider Threats Report"¹, the data reveals 
that many incidents are going unreported, and the true cost is undoubtedly much higher.

estimated avg annual cost
of known insider-led incidents

https://www.proofpoint.com/us/resources/threat-reports/cost-of-insider-threats


Distribution by Industry

27%
22%
13%
10%
8%
8%
4%
4%
4%

Financial Services
Critical Infrastructure
Manufacturing
Government
Pharma & Life Science
Technology
Media
Healthcare
Retail

Distribution by Number 
of Employees

34%
33%
22%
11%

0k - 1k
1k - 10k
10k - 50k
50k+

Distribution by HQ Location

34%
33%
22%

North America (NA)
Western Europe (WEU)
Australia / New Zealand (ANZ)

EXECUTIVE SUMMARY

STATISTICS
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THE DIFFERENCE BETWEEN 
INSIDER RISK AND INSIDER THREAT

Insider Risk
Insider Threat
Super Malicious Threats
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A good place to start is to understand the difference 
between an insider risk and an insider threat. In short, 
anyone who has access to sensitive information is 
an insider risk. Humans are imperfect and make 
mistakes. Even the most conscientious worker 
could accidentally email data to the wrong recipient, 
misplace their computer or have company data 
stolen from their car.

Insider risks are also those sending sensitive information 
to their private email or cloud storage accounts so 
they can work remotely or those clicking on suspicious 
links in emails.

Risk does not imply malicious intent. That is reserved 
for insider threats – those employees, vendors or 
partners who plan and execute actions to steal or 
release data or sabotage corporate systems. Insider 
threats are most often financially motivated and are a 
mix of those who want to personally profit from the 
sale of sensitive corporate information and IP on the 
black market – to take that data with them to their 
next employer to quickly ‘add value’ – or, in rare cases, 
those who have been engaged by an external third 
party that has offered to compensate them financially 
in exchange for their help exfiltrating data. In those 
rare cases, insider threats are revenge-motivated 
because of being passed over for a promotion, not 
getting the salary increase they believe they deserve, 
or simply due to personal health issues they blame on 
their employer or co-workers. In even rarer cases, 
insider threats can be those individuals who are 
utilizing corporate assets such as PCs and Wi-Fi to 
engage in criminal behaviors such as blackmarket 
e-commerce, human trafficking, or Child Sexual 
Abuse Material (CSAM) collection and storage.

FIGURE 1
Visual representation of insider risk vs. insider threat



As we will discuss in our report, the key to stopping a malicious 
insider is first to identify those who intentionally seek to 
cause harm.

From understanding the underlying behavioral indicators 
that increase insider risk (including the differences in 
the way  malicious and non-malicious users search, 
aggregate, manipulate, and transfer data), 
it becomes possible  to detect and disrupt 
an insider threat before any irreparable 
harm is actually caused.

Not every insider risk 
becomes an insider threat;
however, every insider threat
started as an insider risk.

Gartner captures² the difference well in their recent report
on insider risk management:

²Gartner Inc. The Rule of 3 for Proactive Insider Risk Management | G00740151

13DTEX SYSTEMS   |   2022 INSIDER RISK REPORT



WHAT IS AN
INSIDER THREAT?

One usually thinks of insider threats as disgruntled or unethical users 
seeking to damage the company financially or reputationally – malicious 
insiders. Their motives can range from personal gain to activism. A second 
common insider threat is careless employees taking actions that can put 
data at risk. This includes sending sensitive information to their private 
email or cloud storage accounts so they can work remotely or clicking 
on suspicious links in emails.

Our 2021 research expands on this to focus on a third persona – the malicious 
insider who is also technically proficient and often acutely aware of an 
organization’s technical limitations in proactively detecting insider 
threats. These “super malicious” insiders have the technical skills needed 
to bypass many defenses and often the training (usually provided by their 
employers) to understand how traditional cyber security solutions identify 
threats (i.e., Data Loss Prevention, User Activity Monitoring, Firewalls, 
Virtual Private Networks, and IAM).

INSIDER RISK
NON-MALICIOUS

An insider who does not seek 
to cause harm

• Takes unsafe actions

• Can be negligent, mistaken, 
   or outsmarted

FIGURE 2

Classifications of types of insider 
risks and threats

An insider who seeks 
to cause harm

• Espionage

• IP Theft

• Unauthorized Disclosure

• Sabotage

• Fraud

• Workplace Violence

A malicious insider with
significant technical skills

• Espionage

• IP Theft

• Unauthorized Disclosure

• Sabotage

• Fraud

• Workplace Violence
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INSIDER THREAT
MALICIOUS

INSIDER THREAT
SUPER MALICIOUS



WHY
SOMEONE
MOVES FROM 
A RISK TO A 
THREAT

If everyone is a risk, but few are threats, what causes the shift? In the case 
of a departing employee, it may be an effort to impress their new employer 
or jump-start their new career.

Ego can also play a role. Psychiatrist Dr. David Charney has studied this in 
the intelligence community to understand why intelligence officers turn 
against their country.

He states that:

“The decision to spy by anybody starts off 
in the mind of a person every single time.”³ 

In other words, everyone is a risk, but not everyone is a threat. Dr. Charney 
argues that spies are often motivated by money or revenge for perceived or 
real insults. The intelligence community uses the acronym MICE for money, 
ideology, compromise, and ego.

15DTEX SYSTEMS   |   2022 INSIDER RISK REPORT

³ https://www.cbsnews.com/news/insider-threat-expert-david-charney-on-why-people-spy/

https://www.cbsnews.com/news/insider-threat-expert-david-charney-on-why-people-spy/
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INSIDER RISK
NON-MALICIOUS
NEGLIGENT INSIDERS

US 2019
UK 2019
DACH 2019
BX 2019
SD 2019

A common approach taken by many organizations to identify data theft is 
to leverage a Data Loss Prevention (DLP) solution. The DTEX i³ team has 
found, via research and through the incidents reviewed, that traditional 
DLP rules typically only identify non-malicious insider risks and miss 
those with truly malicious intentions.

False positives attributed to traditional DLP rules have increased during 
2021 and appear to correlate with an increase in negligent insider behavior. 
These false positives were found to adversely impact an organization’s 
ability to detect malicious insiders.

According to a pre-pandemic Ponemon study⁴ of mid-size companies, 
the root cause of most data breaches is a negligent employee or 
contractor. Risk from negligence isn’t malicious. It can include 
moving sensitive information to a removable drive so the employee 
can work from a home device or accidentally emailing information 
to the wrong recipient. It can also include using personal email 
services like Gmail to send large attachments as a workaround to 
restrictions on corporate email. While employee training can help, 
accidents happen.

0

20%

40%

50%

60%

30%

70%

80%

10%

Negligent employee or contractor Third-party mistakes External (hacker) attacks

FIGURE 3

What were the root causes 
of the data breach?

70%

60%
55%

68%

62% 60%

46%

59%
54%

58%

40% 41%
46%

39%
45%

⁴https://www.keeper.io/hubfs/2019%20Keeper%20Report_Final%20(1).pdf

LESSONS LEARNED

https://www.keeper.io/hubfs/2019%20Keeper%20Report_Final%20(1).pdf


An increase in communications software has increased the usage of screen 
captures and video captures as a method for unauthorized disclosure. 

Our research show a 2x increase in users 
regularly taking screenshots during
Zoom and Microsoft Teams meetings.

We have also noted several more powerful screen video capture tools, 
such as Camtasia, in use.

What is driving this often non-malicious behavior? Convenience and 
efficiency. Many of the non-malicious behaviors observed have been 
classified as ‘Shadow IT.’ They have resulted in an increase of possible 
exfiltration vectors now actively used by a wider population of employees.

On average, remote workers spent 45 minutes longer on their corporate 
devices each day compared to when they were in the office.⁵ That’s a 10% 
increase in work duration on average. By comparison, remote worker 
task-switching behavior increased by 25% during the same period.

NEGLIGENT
INSIDERS
AND REMOTE 
WORK

2021
INSIGHT

In a Work-from-Anywhere (WFA) environment, we have observed a measurable 
increase in data loss from negligent insiders. Most home offices fall short of 
the security controls found on corporate networks. Further, WFA has forced 
increased adoption of new tools and blurred the lines between corporate and 
personal device usage. In an office environment, one could view a colleague’s 
confidential presentation in person and take notes.

With WFA, those presentations are conducted using video conferencing, 
where employees have quickly learned that leveraging screen or video 
capture is simpler and more efficient than writing notes. In addition to 
causing data sprawl of sensitive information, it also increases the 
opportunity for unintentional data loss. 

18DTEX SYSTEMS   |   2022 INSIDER RISK REPORT

⁵DTEX PULSE activity duration and intensity metrics
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Just because it’s unusual doesn’t mean it’s bad.

Over the past six years, a lot of effort has been invested into User 
Behavior Analytics technologies, where the promise of leveraging 
machine learning and AI to reduce false positives and improve response 
times appeared to be a silver bullet. Under the covers, whether these 
technologies were homegrown (i.e., a data lake with in-house data 
scientists) or commercial off-the-shelf products, the majority of alerts 
generated were based on the detection of outliers or anomalies or things 
that stood out because they were not normal baseline behavior.

While DTEX leverages UBA capabilities within our own platform, 
during 2020 and 2021, we noticed a significant increase in anomalous 
behavior driven by an increased diversity of WFA behaviors (i.e., odd 
working hours, new applications, etc.). In isolation, these outliers 
produced too many false positives without providing any context.

LESSONS LEARNED
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A CEO’s all-hands meeting was leaked
directly to the press, allowing sensitive 
information to be made public. 

The DTEX i³ team has seen several incidents 
where video captures of sensitive meetings 
(i.e., Zoom or Teams) have been leaked to 
the press or unauthorized individuals in 
the media.

Communication software on mobile phones 
can be used as a method for data exfiltration 
if not secured appropriately.

DTEX i³ has identified cases where users 
share content via Slack, a normal communi-
cation channel for employees. The user is 
then able to download the contents directly 
to their personal phone through the Slack 
mobile app then exfiltrate the data to a 
device, personal email, cloud account, 
or another resource.

REAL-WORLD

SPOTLIGHT



WFA
AND DIGITAL 
TRANSFORMATION

2021
INSIGHT
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Employees in home offices with greater freedom and the mixing of 
personal and corporate software and devices continues to increase.

Since the pandemic, we have seen a 3x 
increase in use of corporate assets for 
personal activities, social media, shopping, 
stocks, and the list goes on.

While the increased adoption of SaaS-based corporate applications 
simplifies WFA, mobile versions of the applications mean employees 
are now storing sensitive information on personal devices like 
smartphones – devices that may not have adequate protections like 
strong passwords or remote wiping capabilities.

As ransomware attacks increase, security and risk teams also need 
to worry about devices under attack on home networks. Employees 
working from home may be more likely to open suspicious emails on 
their personal accounts.  Once compromised, these employee devices 
will be easily infected, and these attacks can migrate to corporate data 
and other devices. Additionally, remote workers likely  have personal 
printers, backup, storage devices, and  other peripherals that can lead 
to unauthorized and unprotected copies of sensitive information.

SaaS-based applications, such as Office 365, G-Suite, Slack, etc., which 
can be accessed by BYOD devices, are still a gaping hole for most 
organizations. Personal webmail was the number one medium for data 
loss, with 2x the risk of physical transfers (i.e., USB, printing). Most 
organizations don’t realize that webmail services like Gmail now natively 
allow extremely large transfers of more than 1GB.
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REAL-WORLD

SPOTLIGHT

⁶ https://www.statista.com/statistics/700965/leading-cause-of-ransomware-infection/

Multiple individuals have been identified 
as accessing the dark web to procure illegal 
drugs and media on corporate assets, 
compromising the organizations and 
the individuals.

A front-page ransomware attack was 
triggered by employee negligence 
(drive-by-downloads and command 
and control).

A common misconception with malware 
attacks is that they are simply triggered  
by a single action (i.e., the clicking of a 
phishing link for example).

However, while the leading causes of 
ransomware have been attributed to a 
lack of education or negligent behavior, 
most attacks have at least two stages:

1. A stage where an account or 
    device has been compromised

2. Followed by exploitation of 
     that compromise

One of the most important things is 
that there is often a large dwell time 
between these two stages where 
compromise can be identified 
and remediated.⁶
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INSIDER THREAT
THE MALICIOUS INSIDER
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THE GREAT
RESIGNATION 
AND ITS
IMPACT ON 
IP THEFT

The Great Resignation remains in full force. A July 2021 survey by Gallup⁷ 
found that 48% of America’s working population is actively job-searching or 
watching for opportunities. According to the U.S. Bureau of Labor Statistics, 
over 12 million people voluntarily quit their jobs in the third quarter of 2021.

While turnover is typically highest among young workers, the Great Resignation 
sees the greatest increase in resignation rates among workers between 
30 to 45 years old. These employees have sufficient experience to know 
what information is valuable – an organization’s crown jewels – and often 
have access to it as part of their daily work.

When an employee quits to join a competitor, it is often tempting to take 
proprietary information with them. This can include customer lists, product 
plans, financial data, and other IPs. While the loss of sensitive data obviously 
hurts the employee’s former company, it also presents legal liability when 
uploaded to the new employer’s systems.

Our study showed that 56% of organizations assessed had sustained potential 
data theft because of employees leaving or joining the company.

⁷  https://www.gallup.com/workplace/349484/state-of-the-global-w%20orkplace.aspx#ite-350777

Our study showed that 56% of organizations assessed had 
sustained potential data theft because of employees leaving 
or joining the company.

Several organizations assessed in 2021 had invested considerable time 
and money on data classification tools and techniques to successfully 
classify their crown jewels. In parallel, the same organizations had often 
invested in traditional DLP technologies with the goal of implementing 
controls to prevent the leakage of these crown jewels.

While this strategy appears sound on paper, the crown jewels  classification 
exercise had varying levels of success, and our 2021 findings demonstrated 
that no amount of data classification control or DLP policy enforcement 
would stop a knowledgeable insider. 

LESSONS LEARNED

https://www.gallup.com/workplace/349484/state-of-the-global-w%20orkplace.aspx#ite-350777
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8 https://www.govinfosecurity.com/pfizer-alleges-worker-took-covid-vaccine-trade-secrets-a-18014

REAL-WORLD

SPOTLIGHT

A clinical researcher unhappy with the 
current working environment abruptly 
decides to leave with short notice. Data 
showed that the employee was updating 
their resume in prior weeks and frequently 
accessing job search websites, and then 
uploading their resume to these sites. The 
week of leaving the business, the user was 
identified as loading not only personal data 
to a removable device (for which the user 
had an exception to do so) but also documents 
containing patient data and research, 
perhaps believing the type of data being 
exfiltrated was invisible to the company.

Just prior to termination, an employee at 
an investment firm was identified accessing 
their corporate drive, exfiltrating large 
volumes of data to a personal OneDrive, 
and then immediately deleting all their
content from the corporate drive.

In 2021, Pfizer filed a lawsuit against a 
former employee to allege that, while 
out of the office, she downloaded over 
12,000 files containing confidential 
and trade-secret information to a 
personal Google Drive account and 
other personal devices. 

To bypass security controls, she provided 
Pfizer’s security team with a decoy 
laptop. The employee was allegedly 
leaving Pfizer to join a competitor.⁸ 

Our analysis showed that the user 
had taken project files, customer 
information, sales contacts, 
and more.

https://www.govinfosecurity.com/pfizer-alleges-worker-took-covid-vaccine-trade-secrets-a-18014


INSIDER THREAT
THE SUPER MALICIOUS 
INSIDER
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THE RISE 
OF THE SUPER 
MALICIOUS 
THREAT

We added a new persona to our 2021 research: The Super Malicious Insider.
While the Malicious and Super Malicious insiders share motivations, the latter 
often has superior technical skills and in-depth knowledge of common insider 
threat detection techniques.

It’s important to note that the decision to add a new persona has not been 
taken lightly and is not intended to sensationalize an already emotive topic. 
Instead, from real-world DTEX i3 incidents, it was clear that there are 
important differences in the techniques leveraged by Malicious and Super 
Malicious insiders and the subsequent indicators that should and should 
not be applied. Without this differentiation, it is likely that a Super Malicious 
user would be identified as a benign user who would successfully evade 
detection via traditional insider detection methods.

THE
NEW
PERSONA

The Super Malicious Insider is better able to hide their activities, 
obfuscate data, and exfiltrate sensitive information without detection. 
Importantly, in numerous insider incidents reviewed in 2021, The Super 
Malicious Insider had made significant efforts to appear normal by not 
straying outside of their day-to-day routine. Often, they have received 
cyber security training and understand how data loss prevention, 
insider threat, and activity-monitoring technologies function. Likewise, 
they understand their organization’s cyber security landscape and 
technology stack. Thus they are better equipped to behave normally 
within their environment because they recognize the specific 
configuration of their organization’s defenses. 

Another behavioral trait of The Super Malicious Insider is the ability to leverage 
social engineering techniques to manipulate others to perform actions on their 
behalf. While the myriad of social engineering techniques deployed by external 
actors have long been understood (i.e., spear phishing, pretexting, baiting, etc.), 
the techniques deployed by a Super Malicious Insider appear to be more 
nuanced and harder to recognize given a relationship between the target 
and the perpetrator often already exist.
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REAL-WORLD

SPOTLIGHT

9 https://news.clearancejobs.com/2021/10/10/fbi-busts-u-s-navy-nuclear-scientist-and-spouse-attempting-to-sell-nuclear-submarine-technologies/

REAL-WORLD

SPOTLIGHT

One spotlight incident that personifies The Super 
Malicious Insider involves a U.S. Navy engineer 
and the attempted transfer of nuclear submarine 
technologies to a foreign power. 

Jonathan Toebbe, a former U.S. Navy engineer, had 
legitimate access to sensitive nuclear submarine 
information and exfiltrated the data, apparently 
without detection by the government’s data loss 
protection system.⁹  He told the FBI that he had 
been trained on insider threats and therefore 
knew which actions to avoid.

While Toebbe described  himself as an “amateur” 
in email exchanges between himself and an FBI 

agent posing as a representative of an 
unidentified country, it was clear he had 
knowledge of data and communication 
obfuscation techniques (leveraging 
GnuPG symmetric encryption to conceal 
data on a memory card, and communicating 
via ProtonMail, an email client proving 
end-to-end encryption). 

From the information available in the 
public domain, it appears that this 
“Super Malicious” Insider was only 
detected due to the cooperation 
of the foreign entity.

https://news.clearancejobs.com/2021/10/10/fbi-busts-u-s-navy-nuclear-scientist-and-spouse-attempting-to-sell-nuclear-submarine-technologies/


I was extremely careful to gather the files 
I possessed slowly and naturally in the 
routine of my job so that nobody would 
suspect my plan. We received training 
on warning signs to spot insider threats. 
We made very sure not to display even 
a single one. I do not believe any of 
my former colleagues would 
suspect me if there were a 
future investigation.

Jonathan Toebbe,
Former U.S. Navy
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REAL-WORLD

SPOTLIGHT

Why escalate privileges to gain unauthorized 
access to sensitive data when you can 
have someone with legitimate access 
do it for you?

In one incident identified in 2021 by the 
DTEX i³ team for a global energy company, 
a disgruntled employee socially engineered 
another employee to steal hundreds of 
thousands of customer records. While the 
IAM (Identity and Access Management) 
security solution in place had been correctly 
configured to allow only authenticated 
access, an authorized download followed 
by a shared link using a company-approved 
file-sharing utility was all that was needed 
to gain unauthorized access. The malicious 
employee then archived the information 
and saved it to the drafts folder of a 
personal webmail account for safekeeping. 
Once new employment had been acquired, 
the user then sold the information on 
the dark web.

Personal email was the exfiltration route, 
but detection was not possible given the 
sheer amount of personal webmail transfers 
that existed in the organizational baseline. 
Many security practitioners may argue that the 
exfiltration route should have been blocked. 
While this may be true, experience shows that 
this, in turn, has a placebo effect; the baseline 
risk associated with personal webmail may 
have been addressed, but there are so many 
other vectors in a modern remote-working
enterprise that the theft itself would likely 
still have gone undetected.

Instead, the most important indicator for 
detection was the way in which the social 
engineering of the unsuspecting employee 
occurred and the means by which the data 
was transferred from an authorized account 
to an unauthorized employee who was 
already exhibiting flight 
risk indicators.



Living off the Land (LotL) attacks refer to an external attacker leveraging 
what is already available in the environment rather than introducing new 
tools and custom malware. In a similar way, The Super Malicious Insider 
is much more likely to use approved corporate tools and techniques to 
search, aggregate, and transfer information rather than introducing 
something novel, such as a steganography utility or a private VPN.

This is an extremely important similarity, 
as the more sophisticated LotL attacks 
often do not trigger TTPs on the 
ATT&CK framework.

In fact, The Super Malicious Insider has a distinct advantage over LotL 
attackers: They understand such things as email size limits, what rules 
and policies define data loss prevention alerts, and what information is 
captured during VPN sessions. Simply put, they understand the rules of 
the game and use them to their advantage.

Super Malicious Insiders were rare in the past simply because there were 
fewer individuals with the skills required to understand defenses and avoid 
detection. This greater understanding has been aided by programs meant 
to do the opposite – secure the organization – such as increased training 
about corporate data security and compliance policies. Today, anyone 
with average technical skills can advance their hacking skills on the 
internet or download ready-made attacks. If one assumes that Insider 
Threats are a constant percentage of all users, as the population of insider 
risks with greater technical skills grows, so too will the population of 
Super Malicious Insider Threats.

It is for this reason that we will not be disclosing The Super Malicious 
indicators identified in 2021 as part of this report.

THE 
SIMILARITIES 
OF THE SUPER 
MALICIOUS 
INSIDER AND 
“LIVING OFF 
THE LAND” 
ATTACKS
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MITRE ATT&CK TTPs are not effective for 
categorizing malicious insider behaviors.

Analysis found limited overlap between ATT&CK TTPs and Super Malicious 
Insider behaviors. This was contrary to popular belief that a malicious 
insider with superior cyber defensive and cyber o�ensive skills would 
tend to rely on that knowledge to escalate their privileges, move laterally, 
and evade detection, much like a sophisticated external adversary 
(i.e., a nation-state actor). Instead, sophisticated malicious insiders 
tended to avoid tripping on any ATT&CK trip wires and were careful 
to appear “super normal.”

LESSONS LEARNED



SUPER
MALICIOUS
INSIDERS AND 
MITRE ATT&CK 
INDICATORS

The MITRE ATT&CK framework enumerates the TTPs used by sophisticated 
adversaries in their attacks. We looked at these to learn if Super Malicious 
Insiders followed the same patterns and if the TTPs provided a useable proxy 
for detecting and defending against super malicious internal adversaries.

Unfortunately, they did not. To identify The Super Malicious Insider, organizations 
need to understand how their actions differ from an insider with malicious 
intent who does not possess technical skills and does not have an advanced 
understanding of cyber security technologies.

Instead, Super Malicious Insiders take special care to ensure that their 
reconnaissance, exploitation, and exfiltration appear normal.

They understand the elements of MITRE ATT&CK, they’ve paid close attention 
to cyber security education and compliance training, and they understand what 
activities and behaviors SOC teams and the artificial intelligence powering Data 
Loss Prevention, User Entity Behavior, and Employee Monitoring tools are 
programmed to identify and what causes them to trigger alerts. 

OUR CONCLUSION:
Organizations cannot rely on detecting overt Super Malicious 
Insider actions such as those covered by MITRE ATT&CK.

The success of Super Malicious Insiders in following this 
strategy is apparent in real-world examples.
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10  https://www.csoonline.com/article/3643650/ubiquiti-breach-an-inside-job-says-fbi-and-doj.html

REAL-WORLD

SPOTLIGHT

Nickolas Sharp, a former employee of Ubiquiti, 
was arrested and charged in early December 2021 
with data theft and attempting to extort his 
employer.10 In an interesting twist, Sharp also 
posed as a whistleblower and an anonymous 
hacker to try to cover his tracks. Sharp was a 
participant in the incident response process, 
effectively investigating himself, as part of 
Ubiquiti’s forensic audit of the incident, which 
allowed him access to and the ability to 
manipulate logs used for the investigation. 
Prior to the investigation, it was also discovered 
that Sharp had spent considerable time utilizing 
his corporate device to search for a new job. 
In the same time period, forensics showed that 
Sharp had deviated from normal behavior 
and leveraged a VPN to mask his job search 
and related data exfiltration activities. 

While Sharp’s behaviors changed, 
his activities are not categorized 
by the MITRE ATT&CK Framework.



THE INSIDER 
COLLUDING 
WITH EXTERNAL 
ACTORS

While rare, an emerging trend identified in the latter stages of 2021 by DTEX i3 
is worthy of mention. Insider threat recruitment is on the rise as external actors 
face more effective defensive technologies and better trained SOC teams. 
As a result, more sophisticated and determined attackers are turning to social 
engineering to recruit vulnerable insiders who have access to the sensitive, 
regulated data those external actors want to exfiltrate for sale and corporate 
brand defamation. For example, in the incident described earlier on, the 
malicious actor had been recruited by external actors with the promise of 
employment alongside a sign-on bonus linked to the successful theft of
customer records.

The proliferation and wide adoption of social platforms, especially by 
traditional B2C and B2B organizations, such as LinkedIn, Facebook, 
Instagram, Snapchat, WhatsApp, and TikTok, have served to make 
insider identification and recruitment even easier. External actors are 
actively identifying insiders by triangulating their employment with 
activities on social media, looking for signs of financial hardship, 
employer frustration, and even political affiliation and past behaviors 
that demonstrate a willingness to take risks.

To stop The Super Malicious Insider, organizations must understand how their 
actions differ from an insider with benign intent, as well as how they differ from 
malicious insiders with a lower level of technical skill and domain knowledge. 

OUR CONCLUSION:
Organizations cannot rely on detecting overt actions such 
as those covered by traditional rules-based or threshold-based 
detection methods (i.e., traditional DLP or UAM solutions). 
To protect against insider threats, one must view all actions 
in a context where the sequence and correlation of 
subsequent activities are extremely important.
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REAL-WORLD

SPOTLIGHT
REAL-WORLD

SPOTLIGHT

A longtime employee in an organization’s product 
design and development team is contacted via 
Facebook Messenger by a cybercriminal posing 
as a recruiter at a technology startup.

Their initial messages are positive, full of praise and 
complementary of the employee’s career longevity, 
experience, and the many references they have on 
LinkedIn. Aware of the employee’s less-than-perfect 
family situation – gained by researching them on 
Facebook – the threat actor begins to ask questions 
about their current compensation and if they are 
getting what they deserve for all their hard work 
and loyalty.  Within days, the threat actor offers 
the employee compensation for disclosing 
protected new product design documents. 

Because the employee works 
with these documents on a 
regular basis, they already 
have access, and any time 
spent in the file stores with 
these documents is normal. 
What is abnormal is their 
increase in time spent on 
Facebook Messenger and 
the way they stage the data 
on a corporate-issued device.



06

INSIDER
THREATS
AND 
SECURITY 
MONITORING



THE SOC AND 
INSIDER RISK

It’s important to note that better security against insider risks does not require a 
large Security Operations Center (SOC). Nor should the Insider Risk Program sit 
as a function of the SOC. In the organizations assessed in 2021, roughly half of 
the organizations had an independent Insider Risk function, whereas the other 
half had the function sit as a role within the SOC/Cybersecurity Team or no 
function at all. By far, our analysts reported that the most effective programs 
(measured anecdotally by the time taken to review and action incidents surfaced 
by DTEX i3) were those that had a dedicated program that reported into the 
CRO/Legal/HR reporting lines rather than the CISO/CSO. During the course of 
the year, we delved deeper into exactly why this was. 

SOC personnel are trained to monitor alerts generated by firewalls, data loss 
prevention, intrusion detection, SIEM and other security devices. They are rarely 
trained to understand behavioral components at the intersection of insider risk 
and threat identification and analysis. In addition, successful identification of 
Insider Threats begins with a clear understanding of Insider Risk. Hence, 
we believe the Insider Risk function needs to sit in a business function that 
understands risk.

SOC analysts and the processes they follow focus almost exclusively on the 
output of cyber sensors that detect and analyze malware, vulnerabilities, and 
IP addresses. As such, they are collecting terabytes of post-event machine 
data that they must analyze as singular alerts without the context of why, what 
happened before, what happened after, was this normal behavior for this user, 
etc. SOC analysts do not have access to the metadata that captures this context, 
nor are they trained to see and recognize human behaviors. Therefore, even the 
largest SOC teams would miss insider threats hiding in plain sight within their 
organization.

The key to discerning malicious and super malicious threats from insiders 
creating risk due to negligence is seeing and understanding the human behaviors 
that trigger machine data capture in the form of log files, Windows Events, and 
DLP policy violations. This is the user context and metadata that, when analyzed 
alongside machine, application, and data intelligence, eliminate false positives 
and drive efficacy and efficiency of alert response and threat mitigation in 
advance of data exfiltration, fraud, or sabotage.

37DTEX SYSTEMS   |   2022 INSIDER RISK REPORT

Insider Risk Programs which functioned separately 
to the SOC were more effective in proactively 
detecting insider threats.

The reality is you do not need an SOC team at all. A skilled Insider Threat 
Analyst is trained to understand behavior and the impact on an organization’s 
risk pro�le. InT analysts are also vital in revealing new behaviors (“needles”) 
required to iteratively improve analytical models over time, a skill set 
typically not aligned with an SOC analyst.

LESSONS LEARNED
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REAL-WORLD

SPOTLIGHT

An SOC analyst responsible for triaging Insider Threat events 
dismissed an alert related to an AirDrop transfer. The reason 
entered into the case management system was that the 
execution of AirDrop was approved by the corporate IT 
acceptable use policy. 

The analyst failed to review the fact that the
file transferred did not have a file extension 
and contained source code from a restricted 
file repository.



The DTEX InTERCEPT™ platform maps directly to the Workforce Cyber Security and Insider Risk Management (IRM)
segment described above with market-leading capabilities to detect, analyze, and mitigate workforce-born threats
in organizations where traditional security tools are deployed.
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THE COMPLICATED
INSIDER RISK LANDSCAPE
As insider risks and threats become more prevalent, cyber security tools are struggling to evolve to recognize the 
human behavioral element of insider risk. Security teams find themselves facing a complicated and sometimes 
frustrating solution landscape. While traditional security tools have their benefits, they also face consistent challenges. 
Vendor marketing campaigns that attempt to articulate the same message but often have varying underlying 
capabilities further make technology selection for Insider Risk difficult.

Security Information & Event Management

Software that collects and aggregates 
log data from existing IT infrastructure 
for analysis

• Can act as a single pane of glass to 
   collate multiple data sources, with 
  analysts having to learn only a single UI

• Often contains a wide array of reporting 
  and dashboarding capabilities

• Often very noisy and difficult to tune 
  (i.e., false positives)

• Only as good as the underlying data 
  sources ingested, which is often flawed

• Takes into account the fluidity of 
   human behavior

• Adaptable

• Specializes in highlighting anomalous
   behavior and outliers

• Anomalies highlighted are often difficult 
   to action and require a high level of 
   technical skill to interpret (often leads 
   to a services engagement if in-house 
   data science expertise is not available)

• Slow: often takes a very long time 
   to tune and see value

User Behavior Analytics (UBA)

Analytics that create user behavior 
baselines reverse-engineer user 
behavior insights from log data

• Often leveraged to meet compliance
   mandates regarding the handling of PII 
   and other customer data

• Necessary for companies that need to
   hard-block certain activities under 
   blanket company-wide circumstances

• Rule-based – which means you can 
  only detect what you know to look for

• High impact on end users – policy 
   enforcement actions are typically 
   disabled due to end-user impact, and 
   detection of truly malicious activity is 
   often missed

Data Loss Prevention (DLP)

Rule-based tools that control what data
users can transfer and how, often 
through
policy enforcement actions (i.e., 
blocking)

• Provides a high degree of information 
   into user behavior on an individual level

• Useful in litigation where physical 
   evidence of actions and intent 
   are required

• High impact on user privacy and 
   endpoint/network performance (often 
   reliant on highly invasive measures such 
   as keylogging, screenshots, etc.)

• Point and shoot rather than enteprise-wide 
   visibility – typically does not scale 
   beyond a few hundred endpoints

Employee Monitoring/User
Activity Monitoring (UAM)

Surveillance tools that monitor user 
activity, often through measures 
such as keylogging, video capture, 
and screenshots

• Endpoint user behavior data provides
   human-readable contextual information

• Contextual risk scores are then 
   leveraged to inform behavioral DLP 
   policies or monitoring policies in a 
   proportional way

• Collects metadata – lightweight, 
   scalable, and privacy-conscious

• Alert stacking & analytics reduce false
   positives – immediate time to value

• Highly tailored to insider threat 
   detection, data loss prevention, 
   and remote worker protection

– not intended for malware detection

• Enterprise-wide visibility typically 
   requires input from various

Workforce Cyber Security & Insider Risk
Management (IRM)

Next-generation security tools that 
combine specific capabilities from 
traditional UAM/UBA and Endpoint DLP 
into a single platform. Focused on user 
behavior visibility specifically for the 
purposes of detecting insider threats and 
data loss, utilizing metadata to identify 
patterns of known-bad behavior and 
risk-based analysis for data loss prevention 
prior to IP exfiltration, fraud, and sabotage.

SECURITY TOOL BENEFITS CHALLENGES
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In addition, our team at DTEX has put together seven recommendations to help you secure your remote workforce 
and mitigate insider threats in 2022.
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CONCLUSION AND
RECOMMENDATIONS
The twelve months that were 2021 could be considered the most 
stressful and exciting for cyber security teams this millennium. 
A first-in-a-century global pandemic continued from 2020, making 
Work-from-Anywhere the norm, and meant finding ways to secure 
thousands of offices while mitigating risks from mass workforce 
turnover. The prolonged disruption and oscillating uncertainty 
disproved long-standing assumptions. While increased risk has forced 
a reconsideration of approaches, it will ultimately drive the creativity 
and innovation required by our new 21st-century reality.

So, What’s Next?
How do we apply what we learned in 2021 
to what we thought we knew and use it to 
our advantage as cyber security and risk 
professionals to build a better, more 
secure environment for our distributed 
workforces and our data?



• The Cybersecurity & Infrastructure Security Agency’s 
   Insider Risk Self-Assessment Tool

• The National Insider Threat Task Force’s Insider Threat 
   Mitigation for U.S. Critical Infrastructure Entities: 
   Guidelines from an Intelligence Perspective

• Carnegie Mellon University’s Software Engineering 
   Institute’s Common-Sense Guide to Mitigating 
   Insider Threats, Sixth Edition

• Gartner’s 2020 Market Guide for 
   Insider Risk Management Solutions

• Forrester’s Best Practices: 
  Mitigating Insider Threat Report

01

SEVEN RECOMMENDATIONS
TO SECURE YOUR ORGANIZATION IN 2022

2022 Is the Year to Make Insider Risk
an Organizational Priority

The Colonial Pipeline attack, as well as others referenced in this report, was a
wake-up call for the industry, especially government regulators. It is clear from
the increasing guidance from CISA, the U.S. Department of Defense, NITTF, 
and other Five Eyes Governments that insider threat and non-regulated data 
protection mandates are coming soon.

“If any company thinks they don’t have an insider threat problem, they 
aren’t looking.”

02 Lean on the Experts to Get the Facts and Build 
the Framework for Your Program

Insider Risk is not a new idea – far from it – however, the vast majority of those 
who have adopted it are organizations with massive cyber security teams and 
budgets. For those with programs and those starting new, it is important to lean 
on the experts and thought leaders as you build and advance your program.

A few key resources we recommend you and your teams review are:
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https://www.cisa.gov/insider-risk-self-assessment-tool
https://www.dni.gov/files/NCSC/documents/nittf/20210319-Insider-Threat-Mitigation-for-US-Critical-Infrastru-March-2021updated-5Apr21b.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
2020 Market Guide for
https://www.forrester.com/report/best-practices-mitigating-insider-threat/RES134865


03 Build the Insider Risk Function Outside 
of the Cyber Security Team

“Not every risk is an insider threat, but every insider threat
started as an insider risk.” 

The SOC team is built and trained to identify external threats and investigate 
technical indicators of attack and compromise. Risk is different and requires an 
understanding and appreciation for human behavior, psycho-social factors and 
trends, and an eye for (and sense of) the abnormal. Insider Risk is also a function 
that requires significant inter-organizational collaboration with human resources, 
legal, finance, technology and, yes, cyber security teams. Keeping the Insider Risk 
function separate will ensure a balanced approach to process and technology 
adoption as well as independence that supports trust and transparency among 
employees and management.

04 Technology Is Not
a Silver Bullet

Technology should be considered early in the development of an Insider Risk
practice but not the basis for building a program and operating methodology.
People and processes take priority (refer to recommendation 3 above) as does
the development of workflows and the testing of the escalation procedures that
will become routine. Forrester’s Best Practices: Mitigating Insider Threat Report
outlines 10 Best Practices for Building an Insider Risk Program.

05 Look for the Early Indicators of 
Malicious Intent, Not Only Exfiltration

Exfiltration is the last step in an Insider Threat attack, and once data has been
removed from your network, applications, and endpoints, it is nearly impossible
to retrieve. Regardless of the methodology you use to build your program or
the technology solution you choose, be sure to understand the Insider Risk
Framework and the steps that precede exfiltration. These include Reconnaissance, 
Circumvention, Aggregation, and Obfuscation and are marked by a set of common 
indicators and behaviors. When sequenced, these behaviors illustrate a clear 
intent to exfiltrate data and will allow you to mitigate threats before data 
is exfiltrated.
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06 The Human Is 
the New Firewall

Every home office and mobile device is the new perimeter, which makes
communication, trust, and transparency some of your most important
cyber security tools. And 2022 is the year to flip the old security mindset and
embrace employees as a source of intelligence who are guardians of the
organization in cyberspace rather than subjects of surveillance. “People as
Sensors” is a strong recommendation from the CISA and a necessary strategy for
preventing insider threats.

Consider how you can acknowledge the behaviors of your employees, accept
them, and decide what is acceptable and communicate what is not. Be
considerate and continuously reinforce policies, being thoughtful about how
departments and the needs of those employees differ. Remind them what
applications are approved and which are not to clearly define boundaries and
expectations. Communicate the importance of privacy and be transparent that
your Insider Risk program exists, how it works, and how they can help make the
program successful. This level of partnership and open communication will
empower employees and trusted insiders.

07 Get an Insider Risk
Assessment

It is always advisable to take stock of what you have before you embark on making
it better or building something new. The same goes for Insider Risk Management
initiatives and programs. Many system integrators, consultants, and vendors
offer assessments, some complimentary, and some for a fee. We recommend
both, whether a combination of consultant and vendor or from multiple vendors.
Information is power, and the comparison will be informative.

Some assessments available for you to consider include:

• Mandiant Insider Threat Security Services

• KPMG Cyber Investigations

• PwC Insider Risk Program

• DTEX Insider Risk Assessment

https://www.mandiant.com/services/insider-threat-assessment
https://home.kpmg/xx/en/home/services/advisory/risk-consulting/cyber-security-services.html
https://www.pwc.com/us/en/services/alliances/microsoft/cybersecurity/insider-risk-management.html
https://www.dtexsystems.com/critical-infrastructure-insider-threat-assessment/
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ABOUT THIS REPORT
BACKGROUND AND
DEMOGRAPHICS

ABOUT
THIS
REPORT

The 2022 Insider Threat Report data was drawn from over 4,500 insider 
incidents and hundreds of DTEX User Threat Assessments conducted 
on DTEX customers and prospective customers around the world.

These organizations spanned a wide variety of countries and industries, 
and ranged in size from midsize businesses to large multinational 
corporations.

ABOUT
DTEX
SYSTEMS

DTEX Systems helps hundreds of organizations worldwide better 
understand their workforce, protect their data, and make human-centric 
operational investments. Its Workforce Cyber Intelligence & Security 
platform brings together next-generation DLP, UEBA, digital forensics, 
user activity monitoring, and insider threat management in one scalable, 
cloud-native platform. 

Through its patented and privacy-compliant meta-data collection and 
analytics engine, the DTEX platform surfaces abnormal behavioral 
“Indicators of Intent” to mitigate risk of data and IP loss, enabling SOC 
enrichment with human sensors and empowering enterprises to make 
smarter business decisions quickly.

To learn more about DTEX Systems, visit: www.dtexsystems.com.

keithc
Cross-Out

https://www.dtexsystems.com/platform/
www.dtexsystems.com


DISTRIBUTION
BY INDUSTRY

27%
22%
13%
10%
8%
8%
4%
4%
4%

Financial Services
Critical Infrastructure
Manufacturing
Government
Pharma & Life Science
Technology
Media
Healthcare
Retail

DISTRIBUTION BY
NUMBER OF
EMPLOYEES

34%
33%
22%
11%

0k - 1k
1k - 10k
10k - 50k
50k+

DISTRIBUTION BY
HQ LOCATION

34%
33%
22%

North America (NA)
Western Europe (WEU)
Australia / New Zealand (ANZ)
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